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T
he problem is bigger than you think, and Gen. Keith 

Alexander uses numbers to demonstrate its scope.

Big numbers. Huge numbers. Massive numbers that 

are growing.

Numbers such as: “In 2012, the average number of 

emails sent per day: 419 billion,” said Alexander, who heads 

both the National Security Agency (NSA) and United States 

Cyber Command.

“Look at the number of Google searches per day,” he 

continued in a keynote address Thursday, the final day of the 

GEOINT 2012 Symposium. “It’s up to 4.7 billion, which is 

four times what it was five years ago. And on ‘Cyber Mon-

day,’ 13.7 million items were ordered on Amazon.”

The potential for mischief appears boundless with the 

introduction of tools such as smartphones and tablets. We 

should embrace the new technology, said Alexander, who 

then added this: “With these great opportunities, there are 

some huge vulnerabilities.”

Those vulnerabilities are huge in number as well.

A recent study indicated that, “72 percent of people here 

in the U.S. have been hacked,” Alexander told the audience. 

“That means three out of four of you have been hacked, and 

my assessment is that it’s actually higher. That’s what we 

know about.”

Mobile phones, with a computer for communications 

and another for applications, are another potential problem. 

“In one four-month period, the number of Google exploits 

for mobile phones increased 500 percent,” Alexander said.

The answers begin with people and that means training.

“In the Department, we don’t yet do a good job of this,” 

Alexander said of government cyberspace efforts. “We train 

Cyber  
Defense
NSA Director Emphasizes the Need for 
Training to Promote Information Security 

see Cyber Defense, p. 6

Gen. Keith Alexander discusses the critical need for improved cybersecurity during his keynote address Thursday morning. 
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“ In 2012, the average  
number of emails sent 
per day: 419 billion.”  
— Gen. Keith Alexander



S
everal companies are in a race to develop the best social media 

analysis tool, but the track keeps changing and the finish line is still 

in the mist, if it exists at all.

“Any tool today has to be dynamic enough to respond to the changes 

in the application itself,” said Brad Rains, multimedia manager at 

TASC.

TASC demonstrated its Social Media Analysis and Research Tool 

(SMART), which offers solutions for farming social media and manag-

ing the crop of information gathered. Version 1 includes text and image 

analysis capability; Version 2, which will add video, is anticipated for 

release by the end of this year.

With SMART, an analyst can view a map on a computer, use a tool 

to draw a boundary around the search area, and designate a timeframe 

for the desired data.

“SMART is an enterprise system that we have engineered to allow 

our users to operate within the social media landscape,” Rains said. 

“The tool is completely customized. If the analyst has a multi-monitor 

system, he can have the map up on one display and other applications 

on other displays and they can interact.”

SMART is the result of a six-month development process that illus-

trates how fast the social media landscape is changing.

“For example, Twitter has changed three times since we’ve started 

this effort,” Rains said. 

It’s a problem that everyone developing a social media tool is dealing 

with, which is the reason for engineering agility into the product. Rains, 

a former Army intelligence analyst, said TASC has done just that.

“There’s not a one solution that fits all,” Rains said. “You have to first 

identify what social media applications are being used in the community of 

interest, and then you integrate those tools into this system. This is a modu-

lar environment, and as new social media applications are discovered, our 

developers can integrate them rather quickly into this application.”

A key to all of this is gleaning geospatial information that allows 

mapping the results of the social media data. 

“What we have been working hard on is geolocation; that is, locating 

information based on social media data,” Rains said. “We call it geo-

social analysis. We’ve worked over the past six months to build a pretty 

sophisticated geocoder. The geocoder can take all types of information 

from across the social media landscape and try to locate where that 

actual tweet or post was made.”

Like Twitter and Facebook, SMART didn’t start as a geospatial  

application; it developed into one. And TASC is pushing the technol-

ogy with an eye toward the future.

“You look at Facebook today and Twitter, they’re No. 1s across the 

world, but what’s coming tomorrow?” Rains said. “We don’t know,  

but I can assure you there are folks today who are developing the next 

best thing.”.

TASC’s Social Media Analysis Tool (SMART) helps analysts map data across the social media landscape.

SOCIAL MEDIA ANALYSIS
TASC Applies Geolocation to Social Media Data

FROMTHEFLOOR
E XHIBI T  H A L L  H IGHL IGH T S
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DATA FUSION SOFTWARE

TerraGo Showcases New Capabilities from Geosemble Acquisition

T
erraGo Technologies has expanded its capabilities for defense and intel-

ligence customers with new unstructured data discovery and integration 

technologies and GeoPDF-based location intelligence reports.  

Earlier this summer, TerraGo acquired Geosemble Technologies and its 

GeoXray product, which enables users to mine and process content from news, 

blogs, and other social media sources. GeoXray, already in use by a number 

of intelligence agencies, discovers geographically relevant information from 

big data and enables it to be shared with analysts, decision makers, and  

end users.

Complementing this capability is TerraGo’s new data fusion software that 

automatically integrates and updates disparate, dynamic data sources and 

produces on-demand, multi-layer GeoPDF map books for non-GIS trained 

crisis managers and incident responders. The TerraGo data fusion software 

can integrate map and geospatial data from remote sources such as NOAA 

weather reports, plume models, utility GIS data sets, imagery, base maps, and 

other information into a local cache that is refreshed daily.

TerraGo demonstrated its GeoPDF-based prototype location intelligence 

reports that aid analysis and promote situational awareness, and previewed 

its upcoming TerraGo Mobile for Android. Booth visitors also saw the latest 

updates to the TerraGo v.6 Geospatial Collaboration software, which allows 

users to produce, access, update, and share 2D and 3D GeoPDF maps and 

imagery in connected or offline environments..

FROMTHEFLOOR
E XHIBI T  H A L L  H IGHL IGH T S
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DIGITALGLOBE HEADS TO THE CLOUD

D
igitalGlobe unveiled its My DigitalGlobe cloud servic-

es platform, which provides access to the most current 

DigitalGlobe imagery from anywhere at anytime. 

The new My DigitalGlobe portal creates seamless, on-

demand access to more than 200 million square kilometers 

of imagery. This includes content from DigitalGlobe services 

such as Global Basemap, First Look, Enhanced GEOINT 

Delivery, and some custom customer content.

“By giving our customers quick and simple access to geo-

spatial imagery and information−anytime and anywhere−they 

can make smarter decisions faster,” said Scott Hicar, senior 

vice president, DigitalGlobe. “My DigitalGlobe is the next 

evolution of imagery dissemination that provides end-users 

with more immediate and reliable access to critical informa-

tion through the cloud.”

The My DigitalGlobe user interface further enhances the 

experience for DigitalGlobe customers with a better ability to 

access and manage geospatial information. Its online browser 

allows access to multi-temporal imagery and metadata, and it 

provides an add-as-you-go library for organizing, downloading, 

and extracting data directly into workflows..

FROM HOLLYWOOD TO GEOINT

2
d3 Sensing has expertise in developing software to 

simplify and amplify the use of full motion video. 

But the company also has an Emmy and an Academy 

Award under its belt for injecting animation into video−such 

as putting Shrek into a movie scene involving cars on the 

Hollywood Freeway.

“There are perhaps 25 animators in the world who could 

use us,” quipped Jon Damush, president of 2d3 Sensing.

The idea is that there is more of a market in the defense 

industry. TacitView, 2d3’s mission-oriented software can be 

applied to full motion video screening. Developed to be 

system agnostic, TacitView can work with existing UAVs, 

ground stations, and analysis workstations, or as a stand-alone 

imagery analysis tool.

Its primary value is probably best realized in the emerging 

activity-based intelligence arena, in which video is valuable 

and end users are required to make quick decisions. 2d3 

strives to enhance video so that it can be exploited more  

efficiently by decision makers.. 



»  H I G H L I G H T S  A N D  N E W S

LUNDAHL LIFETIME ACHIEVEMENT AWARD
Penman R. Gilliam is Recognized as 2012 Recipient 
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U
SGIF bestowed the Arthur C. Lundahl Lifetime 

Achievement Award to Penman R. Gilliam, a highly 

recognized leader who laid the foundation for the digi-

tal innovations that drive the GEOINT tradecraft today.

“Penman was an exceptionally strong leader who culti-

vated a true understanding of customers’ needs and funda-

mentally changed the way we support them,” said K. Stuart 

Shea, chairman of the USGIF Board of Directors. 

Gilliam is recognized for his sustained leadership and 

excellence throughout his career with the Defense Mapping 

Agency (DMA), a predecessor of the NGA. He served as the 

Director of the Special Programs Office for Exploitation 

Modernization (SPOEM) from 1982 to 1987. He retired in 

1991 as the agency’s Deputy Director.  

Leading the DMA’s transition into the digital world, 

Gilliam’s efforts fundamentally changed the mapping and 

charting business, and 

advanced the DMA’s ability 

to satisfy the growing needs 

of national and military 

customers.

He began his career as a 

cartographer with U.S. Air 

Force Aeronautical Chart 

and Information Center in 

1958. Over the course of 

his career, Gilliam received 

numerous other awards, 

including the DMA’s Dis-

tinguished Executive Rank 

Award, Executive Service 

Rank Award, and the DoD 

Distinguished Civilian 

Service Award.

“I am very humbled and deeply honored to receive the 

Lundahl Award, which was totally unexpected,” said Gilliam.  

“It’s very exciting to be recognized by USGIF and see where 

the tradecraft is going these days in terms of innovations.”

The Lundahl Award recipient is chosen by the USGIF 

Board of Directors, and recognizes an influential member of 

the GEOINT Community who has dedicated much of his or 

her work to advancing the tradecraft.

Recognized as the father of imagery analysis, Arthur C. 

Lundahl dedicated his life to GEOINT, gaining the confi-

dence of four U.S. presidents and significantly contributing to 

the tradecraft and security of the United States..

PAST LIFETIME 
ACHIEVEMENT AWARD 
RECIPIENTS INCLUDE

2011 LTG Paul E. Menoher 
2010 Mr. Jack Dangermond 
2009 Mr. Charles E. Allen 
2008 Mr. R. Evans Hineman 
2007  The Honorable James  

R. Clapper Jr. 
2006  The Honorable Jeffrey  

J. Harris 
2005 Mr. William R. Allder Jr. 
2004 Dr. Leo Hazlewood

Penman R. Gilliam received the Arthur C. Lundahl Lifetime Achievement Award Thursday, recognizing his dedication and 
contributions to the GEOINT tradecraft.

From left: K. Stuart Shea, chairman of the USGIF board; Penman R. Gilliam; and Keith Masback, USGIF president. 



»  H I G H L I G H T S  A N D  N E W S

GEOINT CERTIFICATION  

BREAKOUT
The Drive for Community-wide Standards

P
rofessional certification is essential for intelligence professionals, no matter what 

the discipline. In order to enhance core competencies and ensure better integra-

tion, efforts are underway to train and certify intelligence analysts to a level of 

competency that is measured by the highest standards. 

Developing unified certification standards for all professionals across the Intel-

ligence Community was the key theme of the GEOINT 2012 Breakout Session, 

“National Certification and Accreditation Programs for the Intelligence Profession.” 

“I’m not here to build a better mouse trap, I am here to build a better mouse,” said 

Reese Madsen, Human Capital Management Office, Office of the Under Secretary 

of Defense for Intelligence 

(OUSD(I)). “We need a work-

force that is ready, willing, and 

able to handle anything that 

comes across their desks.”

Through credentialing and 

certification efforts, OUSD(I) is 

creating a national framework for 

developing assessment instru-

ments and certifications, validated 

by a third party, that will support 

the functional manager across all intelligence disciplines.  

“Just as doctors, lawyers, mechanics, and beauticians have certification programs, 

we too are building out a pool of certified talent to ensure that we have the best and 

the brightest available at all times,” added Madsen.  

Great advances in the GEOINT sector−along with advances in all of the other 

intelligence disciplines−is driving the need for standardized certification programs.. 
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“ I’m not here to build a better 
mouse trap, I am here to build  
a better mouse.”— Reese Madsen, OUSD(I)



CYBER DEFENSE CONTINUED

everybody to different standards,” according to se-

curity levels. “We have to train our people better.”

It’s his priority, Alexander stressed, because “if 

somebody’s trying to get after us, you want the ‘top 

gun’ folks in this space ready to go to secure the 

country.”

Second to people is the importance of creating 

“a defensible architecture,” he said, pointing to 

15,000 different enclaves with influence on DoD 

computer networks. The number means patch-

work remedies to computer vulnerabilities run a 

gauntlet from start to finish of installation.

  “The chance that somebody is going to mess 

it up is one,” Alexander said, then pointed to cre-

ation of an auto-correcting architecture that can 

reduce the probability. It starts with a thin virtual 

cloud environment.

“I’m an advocate of the cloud,” he added, 

staking his position in the continuing controversy 

surrounding cloud computing, primarily driven by 

security concerns.

Worries about hacking businesses abound, and 

they are mounting with the list of prominent firms 

that have been attacked in the past couple of years. 

The problem is that most businesses don’t know 

they have been hacked, according to Alexander, and others don’t want 

to admit it.

“I think we should all come forward and say ‘I’ve been hacked. I’ve 

been hacked, you’ve been hacked, he, she, it has been hacked. We’ve 

all been hacked, and we’ve got to stop it,’” Alexander said. “Our experi-

ence is that 100 times more people have been hacked than know they 

have been hacked. It’s huge.”

“This is the greatest transfer of wealth in history.”

Much of that wealth comes from theft of intellectual property, 

such as that displayed on the GEOINT 2012 Exhibition Hall floor, 

Alexander added.

The problem is two-fold, he said.

“One is this death-by-a-thousand-cuts” process of repeated hacking. 

The other is “the evolution of exploitation of the theft of intellectual 

property to disruption,” even destruction.

“We have to be prepared,” Alexander said. “We have to have 

industry and government working together, with academia and with 

our allies.”

That has to mean allaying suspicions that accompany a govern-

ment security-industry relationship, something Alexander is frequently 

called upon to address. “They have some concerns,” he said of indus-

try, then acknowledged, “they have some valid concerns.”

To deal with those concerns, Alexander said, industry must accept 

that everyone is being hacked, and determine who in government 

can help. The candidates generally fall to NSA, FBI or Homeland 

Security, all of which are still working out their own turf conditions in 

addressing the problem.

“Many times, people look and say it should be NSA,” Alexander 

said. “Except, [they add] ‘we don’t want NSA spying on us.’”

He offered an analogy built into a remedy.

“What we’re talking about in cyberspace is not reading email,” 

Alexander said of government cybersecurity. “If you think about cars 

going down [Interstate] 4 here, what we’re talking about is sharing with 

industry the concerns that red cars today—think of them as packets of 

information—are bad.

“Industry, if you see a red car going down the highway, I don’t need 

to know what’s in it. I just need to know when you see a red car. Tell me 

when you saw it, where it was coming from, and where it was going to.”

“If you can do that, we can defend the country.”.
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“ We have to be prepared. We have to have 
industry and government working together, 
with academia and with our allies.”



»  S P E C I A L  F E AT U R E S

T
he Service Intel Roundtable discussion on Thursday morning 

brought together experts from across the U.S. services to discuss 

the challenges ahead and innovations needed for the future. 

Lt. Gen. Larry James, deputy chief of staff for Intelligence, Surveil-

lance and Reconnaissance, U.S. Air Force, spoke about the Distribut-

ed Common Ground System (DCGS), what he called the “heart and 

soul” of how the Air Force conducts its ISR mission.

With five major nodes around the globe, he explained, DCGS 

allows rear analysts at these nodes to take data from forward personnel 

and interact with them to create knowledge and information to sup-

port the mission.

He highlighted three areas of development for the future Air  

Force ISR enterprise: 1) anti-access/area denial; 2) the network; and  

3) processing, exploitation, and dissemination capabilities.

“We have to understand how we bring all sources of data into the 

process to be fused and melded so that the analyst can take advantage 

of that all-source information as we conduct operations in a very differ-

ent environment than what we’ve experienced over the last ten years,” 

James said.

“The enterprise is our weapons system,” said Maj. Gen. Steve Fog-

arty, commanding general, U.S. Army Intelligence and Security Com-

mand (INSCOM). “It is our weapons platform and the foundation on 

which to provide very precise intelligence to support commanders.”

He also discussed the current operational environment known as 

JIIM—joint, interagency, intergovernmental, and multinational. In 

this environment, foreign disclosure and the ability to share informa-

tion with all who need it is crucial.

“We have to be absolutely interoperable and compliant with each 

other. That’s your ticket to play at this game,” Fogarty said. 

Rear Adm. Sandy Daniels, senior advisor for space to the 

deputy chief of naval operations for information dominance, 

N2/N6, U.S. Navy, offered a few definitions for the word 

innovation.

Innovation can be about a device or thing, which can be 

put into the stuff category, she explained, but it’s also an idea 

or way of doing business.

“Looking at those two sides of the coin, it strikes me  

that innovation needs to be cultural across any organiza-

tion,” she said.

One of the challenges faced, she continued, is to reduce 

the burden on the analyst. Because of the Navy’s forward 

footprint and the physical limitations of how much manpow-

er can be deployed on a vessel, for example, a big challenge 

is how to maximize manpower and be optimally efficient 

about data exchange, especially under limited bandwidth 

constraints.

Phillip Chudoba, assistant director of intelligence, U.S. 

Marine Corps, spoke about the importance of bridging the 

“valley of death” that exists between critical science and 

technology activities and the traditional acquisition cycles.

“The missing link in the middle is something we’ve learned we’re 

going to have to tackle ourselves,” he said. One way the Corps is work-

ing to solve that missing link is through the establishment of a technol-

ogy and innovation division, he said.

Another is through partnerships across the services. DCGS is going 

to be the platform that enables data exposure and discovery across all 

enterprises, Chudoba said.

“We’re looking to move forward and have DCGS handle live data 

so that tactical, persistent ISR architecture can feed and correlate to 

the archival data and shorten the kill chains within the battle space,” 

he said. “In the Marine Corps, this is our measure of success.”.

MEASURING SUCCESS
Intel Chiefs Discuss Challenges and Goals
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Intelligence experts from across the U.S. services share their challenges and goals for the future Thursday during a panel discussion. 

Rear Adm. Sandy Daniels talks about the importance of innovation in the Navy.



at Wiser. “Thanks to this program, 

students get to see how digital imag-

ery and mapping applies to real-life 

situations, which is something they 

would typically never see.”  

In addition, the YPG launched its 

official Twitter feed (@USGIFypg) 

during the symposium.  Throughout 

GEOINT 2012, the YPG made 

key announcements and engaged 

in discussion about all YPG-related 

activities. 

The YPG also ran a “Young 

Professional of the Day” (Hashtag: 

#YPOTD) social media initiative. Each day, the YPG sent out a 

TwitPic of a selected participant, along with interesting facts about this 

young GEOINT professional. Attendees who spotted the YPOTD, and 

Tweeted out a photo with this person, were eligible to win prizes from 

the YPG.

“We wanted to highlight the exceptional group of young profession-

als that participated this year with a fun program that uses social media 

as a tool for networking on the show floor,” Drake said.  

The YPG networking lounge in the exhibit hall featured also 

featured a Social Satellite Platform from TomNod. Using real-time 

social media conversations to cue on-demand satellite imagery, the 

platform “listened” to GEOINT-related Twitter conversations and 

geo-located every tweet, as well as pulled near-real-time imagery from 

DigitalGlobe.. 

“ Many of these students 
are used to playing 
first-person shooter 
video games where 
mapping plays a big 
part.”— James Green, YPG member

S
ince 2009, the USGIF Young Professionals Group 

(YPG) has played a major role in advancing the geo-

spatial intelligence tradecraft by utilizing the unique 

talents of the next generation of GEOINT leaders. 

The YPG provides opportunities for future GEOINT 

leaders−from K-12, through college, and beyond−the 

YPG ensures that the next generation will have the  

drive, innovation, and passion to continue driving  

GEOINT forward. 

Every year at the GEOINT Symposium, the YPG 

group hosts a number of events and opportunities for 

young professionals to network, gain access to GEOINT 

leaders, and also give back to the local community.  

At GEOINT 2012, the YPG took it to the next level 

with their own lounge in the exhibit hall, fun online 

social networking programs, and hosting Orlando-area 

high school students.

“From new social media efforts to exposing students 

and young people to networking opportunities, we of-

fered a wide range of exciting things at GEOINT 2012,” 

said Carrie Drake, who runs the YPG programs at USGIF.

For this year’s service project, the YPG invited 70 students from 

area high schools to receive a first-hand glimpse of the innovations  

being showcased at GEOINT 2012.  Students were participants of  

either the ROTC program or the Global Technology Magnet Pro-

gram, which prepares youth for career opportunities in technology  

and the sciences.

“I like the convention because it opens our horizons and we get to 

see where the future is headed in terms of amazing technologies,”  

said Vishal Ramnarain, a sophomore at University High School  

in Orlando. 

“Many of these students are used to playing first-person shooter 

video games where mapping plays a big part,” said James Green, YPG 

member and program manager for the intelligence analysis division 

THE NEXT GENERATION OF GEOINT LEADERS
USGIF’s Young Professionals Group Makes its Mark on GEOINT 2012
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Members of USGIF’s Young Professionals Group gather in the YPG lounge in the exhibit hall Thursday afternoon to 
hear from senior leaders. 

USGIF’s Young Professionals Group hosted students from area high schools Thursday for its GEOINT 2012 service project. 
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Join us as we celebrate our 10th Anniversary. 

GEOINT 2013 promises to bring together an 

unparalleled agenda of keynote speakers, panel 

discussions, and breakout sessions. Attendees 

will receive a unique opportunity to learn from 

leading experts, share best practices and uncover 

the latest developments from government, military 

and private-sector leaders in an exhibit hall  

with over 100,000 square feet of technologies. 

You don’t want to miss the largest intelligence 

event of the year along with a 10th Anniversary 

celebration you won’t forget.

OCTOBER 13-16, 2013

TAMPA CONVENTION CENTER

TA M PA ,  F L O R I D A

S A V E  T H E  D A T E

geoint2013.com


